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- Create the plan that will ensure success.

-

Whether helping to establish a baseline
with assessments or through advanced
initiatives such as user behavior
analytics and network deception
techniques, the Alchemy Protect
Practice guides organizations through
their security journey.

Alchemy's Protect Practice focuses on
Workspace Security, Data Protection
and Identity Management with an
emphases on delivering security
solutions that deliver maximum
protection and little or no end-user
friction.

Let the transformation begin.
www.alchemytechgroup.com
protect@alchemytechgroup.com
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Alchemy Technology Group is an industry
leading IT advisory, consulting and reseller
firm focused on end user experience,
security, cloud and automation.

Workshop Overview

As organizations continue to adopt public and hybrid-cloud, a well-defined identity
strategy is critical to realize the cost optimization, increased security and operational
efficiencies. Conversely, a poorly designed identity architecture can increase
operational costs, decrease security and hinder agility and innovation. Understanding
what, why and how to properly plan for an identity strategy is an important step to
achieve success.

Alchemy Technology Group, Inc. (Alchemy) has developed a comprehensive Identity
Strategy Workshop that allows us to review your current and future business
objectives, compliance and governance requirements and develop the right strategy
that allows for operational and cost efficiencies while remaining secure and compliant.

Methodology
Workshop Details

Workforce Identity and Access Management
» Access Management Scenarios
« Single Sign-On & Multi-Factor
» Authentication Scenarios (B2B)

Consumer ldentity and Access Management
* Onboarding/Offboarding
+ Single Sign-On & Multi-Factor
+ Authentication Scenarios (B2C)

Identity Governance and Administration
« Identity Lifecycle
+ Entitlement Management
+ Audit/Reporting/Compliance
Privileged Identity/Access Management
« Endpoint
* User/Service Accounts
* Remote Access

Gap Analysis

Alchemy will review the information gathered during the discovery phase and develop
a comprehensive gap analysis that identifies areas that will need to be addressed in
order to implement a fully mature Identity program. Alchemy will review the gaps from
both an operational and security perspective and will cover people, process, and
technology. Each gap will be classified based on the criticality and a detailed
recommendation will be provided.

Outcome

A roadmap will be developed that outlines the components that should be implement-
ed to meet the requirements of the Identity program. This will include process imple-
mentation, staffing recommendations, and technology solutions that should be
reviewed to determine if the technology will meet both current and future business
objectives. This roadmap will take into considerations any constraints discovered
during the engagement and can be used for scheduling and budgeting processes.

Deliverables
* Gap Analysis
* Roadmap
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